
Steps followed by an electronic mail server that 
transmits message signatures 




• 



Receive electronic mail message 
302 




Steps followed by a central server 



5) 



Receive signature 
364 



Generate a signature from 
received email message 
312 




Transmit signature to central server 
318 



Is there a 
next signature 
element?. 
368 

Yes 



No 



Generate count of matching 
signature elements 
370 



Receive Counts 
330 




Update Received 
Signature Store 
376 




Count 



£ 



Transmit counts 
382 



Yes 



Mark email as bulk mail 
342 



Fig. 3 



♦ • 

(Steps followed by a central server that broadcasts 
bulk electronic mail signature elements 

— * 



Receive signature 
404 




Generate counts of matching 
message signature elements 
408 



¥ 

Transmit counts 
416 




« * 



Steps followed by an electronic mail server that receives 
broadcasted bulk signature elements 



\ 


1 




Receive electronic mail 
message 
504 





I 



Generate a message signature 
from received email message 
508 




Mark email as bulk mail 
518 




Fig. 5 



